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The Definitive
Guide to API
Security

What the industry isn’t telling you about API security, and how
to immediately start protecting your most vulnerable assets.
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Executive Summary

The Growing API Security Crisis

A new shift has occurred within the software development industry, one that hasn’t
been addressed fully by the security tools available today — API security. While the
benefits of APIs are numerous, as they enable the creation of new digital products,
improve customer experience, integrate with third-party applications and share huge
amounts of data, these cloud-native, distributed, API-based applications also create

new risks and new opportunities for hackers to steal data and attack systems.

APIs now transmit the vast majority of sensitive data, including PIl, PHI, financial
information, even intellectual property, and bring new challenges to data privacy and
compliance initiatives. They open the door to exposing this data, can be used to
perpetuate fraud, and can be abused by hackers bypassing the APIs intended design —

all of which can be hidden, even from experienced security teams.
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Universal Attack Vector before API use

APIs Are the Universal Attack Vector

What makes APIs so dangerous is that they expand the attack surface across all

vectors. They present the largest attack surface we have ever encountered in the
industry.

Universal Attack Vector after API use
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In the past, hackers had to find ways of bypassing

existing solutions, such as WAFs, DLP, API g
Gateways, etc., in order to find data and disrupt
systems. Now, they can simply exploit an API, and
obtain access to sensitive data, and not even have
to exploit the other solutions in the security stack.
Before APIs, hackers would have to learn how to
attack each layer they were trying to get through,
learning different attacks for different technologies
at each layer of the stack. And learning how to get
around each of the different security technologies

that typically protected each attack vector.

In simple terms, APIs hold the keys to Pandora’s box. They are
the number one method of gaining access to sensitive data, systems,
infrastructure, and a whole host of other surfaces that result in numerous

consequences for organizations and their customers.
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Industry and Compliance Trajectory

According to Gartner, last year in 2022, 2022, the FFIEC announced a significant
API abuse became the most frequent update to meet cybersecurity mandates
attack vector for data breaches. for financial institutions. This update
Furthermore, by next year, in 2024, API explicitly calls out APIs as a separate
abuse attacks will double. attack surface in regulatory guidelines

that represents a significant shift in

While API ity i t a chall
e Security IS not a chatienge compliance trajectories, and highlights

specific to particular industries, Financial .
P P the increased threats that APIs pose.

Services typically contends withln addition Trio [FEIEC sssstiz Iy ereetad fhess mav

to security challenges, organizations face - . , e
y g g guidelines prompting financial institutions

significant regulatory and compliance , .
g g y P to inventory APIs as part of their overall

challenges. . . : :
9 inventory of information systems and risk

The financial services industry is also assessments.
seeing the rumblings of compliance
around API security. On October 3,
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How We Got Here:

The Perils of APl Sprawl

As the number of APIs and the complexity of apps grow,

it becomes very hard to track how many APlIs exist, where
they are located, and what they’re doing. What is internal
and external isn’t clearly defined anymore. And these APIs
can be especially difficult to discover within and outside the

enterprise, impacting end-to-end connectivity.

With so many APIs being created and updated, organizations
can quickly lose control of the numerous types including
internal, private, public or externally exposed, rogue, shadow,

partner or 3rd party APIs.

The reality — there are thousands of APIs in organizations,
running on multiple clouds, and they are growing each day.
And considering the complexity of APIs and given increasing
API sprawl, most organizations simply don’t have visibility into
how many APIs they have, where those APIs reside, and what

those APIs are doing.
The number of APIs will continue to grow.

Frequent updates to APIs result in versioning and
documentation issues. Beyond that, APIs are prone to
fraud and malicious behavior. External APIs must be
validated continuously for trust, and internal API keys

can be compromised, giving attackers access to critical
infrastructure. Solutions like API gateways, ingress
controllers, and sidecar proxies can enable highly effective
management of intra-cluster API architectures, but they are

insufficient for managing inter-cluster API sprawl.

According to Gartner:

1. APIs are critical to the success of
organizations’ digital transformation
programs. In a Gartner survey, 70% of
enterprises cited APIs as important to digital
transformation and API security as their
top challenge.

2. 94% of organizations use or are planning to
use public APIs provided by third-parties; up
from 52% in 2019.

3. 90% of organizations use or are planning to
use private APIs provided by partners; up
from 68% in 2019.

4. 80% of organizations provide or are
planning to provide publicly exposed APIs;
up from 46% in 2019.

To solve API sprawl across multiple clusters,
enterprises require a single source of truth

that tracks all APIs, seamless API discovery,
proper versioning and documentation, API-to-
API connectivity, and uniform monitoring of API
reliability. And with APIs opening up so many new
threat vectors, enterprises need to recognize the
risk they pose, and make trust a metric for third

parties accessing their APIs.
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Current Solutions Have Never

Been Sufficient

Current solutions, such as WAF, WAAP and API Gateways have never
been sufficient to detect and block API based attacks.

WAFs lack API attack protection

While a WAF can provide some security benefits, it is not designed to protect against API
based attacks. Malicious API traffic often looks like normal traffic to a WAF. Web Application Firewalls

simply have too many architectural limitations that stop them from protecting against API attacks.

API threats attack the unique business logic of APIs, and therefore, cannot be identified by signatures,
even if you customize a WAF’s configurations. For example, a WAF may not provide the ability to
authenticate users or systems that are accessing an API, or to control access to an API based on the
identity of the user or system. Additionally, a WAF is typically not designed to protect against advanced

threats such as man-in-the-middle attacks or injection of malicious payloads.

Data Loss Prevention (DLP) is a security technology that is built to prevent the
exfiltration of data — primarily unstructured data such as files, emails, and may
include the protection of that data, at both in use and at rest. Perimeter security,

such as DLP, typically does a very good job under the right circumstances.

W\

It provides point-in-time security when content traverses a specific point of
control. It works by monitoring network traffic and identifies sensitive data, and
when it detects sensitive data, it can take a range of actions to prevent data

from being transmitted or accessed by unauthorized users.
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The limitations of this approach are well documented, however. In a world of continuous

productivity, collaboration across companies and services, and now, API development and

microservices, DLP becomes virtually useless. It was never designed to see the API layer,

and cannot be relied upon to prevent the exfiltration of sensitive data at all points in an

organization.

While DLP provides value in certain cases (preventing the loss of unstructured data), it does

not solve the fundamental problem facing organizations today — how to keep data secure

in the real world where APIs are transmitting sensitive information and are potentially

always accessible. It’s vital for organizations to confront this shift head-on by protecting the

transmission of data at its source — the API.

Traditional API Lifecycle management solutions

have severe limitations

API Lifecycle management solutions manage the entire
lifecycle of an API, from creation, to deployment, to
retirement. They offer several process-oriented tools
that help teams design, test, document, and monitor
APls. Sometimes it includes managing the security and
performance of APIs as well. The primary goals of API
lifecycle management solutions is to make sure that
APls are reliable and efficient, and meet the needs of the

organization and its customers.

However, API lifecycle management has several
limitations that prevent it from effectively securing APIs
in the process, and should not be relied upon for API

security.

For starters, visibility into API sprawl is a consistent
limitation for these solutions. Managing the lifecycle of
an API can be complex, especially when attempting to
manage multiple APIs that are constantly changing and
evolving. This often leads to scalability issues. As the
number of APIs increases, it becomes that much more
difficult to manage them all effectively, and especially
when dealing with huge amounts of data and traffic.
API lifecycle management can’t handle the volume and
complexity of data in APIs — especially sensitive data

and data from third-party integrations.
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A

is Needed

It’s often said that all API attacks are zero-days — the unknowns. This means, you need to know and
understand the “unknown unknowns”. Other API security solutions can tell you what is abnormal if they

already know about it — but not the unknowns.

To be able to understand, detect, and protect against modern API based attacks, you must have an
intelligent understanding of the complete behavior of your APIs and intended usage (context) of your
APIs and the data they interact with and a baseline of the expectation of that API, over time. You need a
comprehensive platform approach that powers complete API security — from automating governance to
threat management — enabling organizations to minimize risk, and maximize the value that APIs bring to

their customers. If you do not do this, you are susceptible at your weakest link - the API layer.
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The Traceable
Intelligent API Security at
Enterprise Scale

Traceable helps organizations achieve API protection in a cloud-first,
API-driven world. We are the only contextually-informed solution that
powers complete API security — governance, intelligence and threat
management — enabling organizations to minimize risk, and maximize
the value that APIs bring to their customers.

API Data Lake Powers Contextually-
Informed Security

The core foundation of the comprehensive Traceable API Security Platform
is the API Data Lake which understands every detail of all your APIs and the
data associated with the APIs by collecting data on runtime details such as
sensitive data flows, API call maps, API usage behavior, user details, event

details, threat activity levels, and more.

This enables the platform to combine the data to understand and build a
comprehensive 360 degrees rich contextual knowledge and understanding
of the context between the API activity, user activity, data flow and code
execution allowing for deeper behavioral analysis of the APIs and users.

This makes the data more relevant and actionable to threat hunters, incident
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responders and security researchers. It works by collecting and analyzing the end-to-end path trace of
all of your API calls and service behaviors, with an API security data lake that allows your SOC team,
incident responders, threat hunters, as well as red teams and blue teams, Actionable API Intelligence for

security analysis and forensic research.

The Bottom Line:
The API Data Lake provides security context, a function
that no other solution can claim without a data lake as a

vital component of their solution architecture.
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The Traceable Platform

Powers the Following
Capabilities

Traceable starts your API Security journey with our API
discovery and security posture management. We do this
through our API catalog capabilities. Our API Catalog
automatically and continuously discovers and builds

an inventory of every API in your organization (internal,
private, public or externally exposed, rogue, shadow,
partner or 3rd party APIs) to provide a comprehensive
360 degree visibility (APl 360) cataloging every API,
associated data, sensitive data flows, and risk posture —

even as your environment changes.

Traceable provides a security risk profile for every
API, allowing you to understand which of your APIs
are most vulnerable to attacks or abuse allowing your
development and security teams to focus on the most

vulnerable APIs first.

Traceable helps you prevent sensitive data exposure
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by identifying APl endpoints that handle sensitive

data without appropriate authentication or zero-trust
policies implemented.This allows your security team and
development team to prioritize which of your APIs need
greater security controls to protect your organization
and data from threats or abuse.

Security teams can obtain a comprehensive view of their
API attack surface to help prioritize the wide range of

API security issues that must be addressed.

API security testing is another capability within the
platform to help power Governance initiatives. Traceable
empowers your developers to test and eliminate the risk
of pushing vulnerable APIs into production environments
via integrations into your CI/CD pipelines eliminating
security issues in production that are far more expensive
to fix. With Traceable, development teams have the
ability to perform rapid scans — with virtually no change
in dev-release cadences — eliminating friction for both
dev and security teams.

Lastly, Traceable produces a customizable,
downloadable report of vulnerabilities found while
testing the APIs and recommendations for remediation
to development and security teams, so they can correct
the security issues in APIs before those APIs are pushed

to production.
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Threat Protection

Based on the comprehensive 360 degrees knowledge
about your APIs and the complete understanding of
the context between the API activity, user activity, data
flow and code execution powered by the underlying
API threat lake, Traceable automatically detects

and remediates known and unknown API attacks,
business logic abuse attacks, as well as API abuse,
fraud, and sensitive data exfiltration in your production

environments.

Both the behavior of the APIs and of the users
accessing the APIs are extensively analyzed to establish
a baseline of normal and abnormal behavior. By
monitoring how your APl endpoints are communicating
and how your application services are behaving,

we can quickly identify any abnormal behavior that
could indicate a security threat such as sensitive data
exfiltration — whether its highly anomalous behavior or
an anomalous flood of incoming API calls from a

foreign IP.

This deep analysis and intelligence of API and user
behavior allows for additional protection against API
fraud — a capability that no other API Security vendor
has. This platform capability is the API-based fraud ring

detection.

First, in addition to detecting individual fraudulent
accounts, we correlate them based on their hidden
correlation over different dimensions, including
endpoint, network and application/API, and form the
fraud ring to provide users with a holistic view of how

the real attack is distributed, organized and progressed
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over time. To do this, we have used the graph ML
technology like High-Dimensional Community Clustering
and Graph Neural Network.

Second, is the API activity-based user behavior profiling
and anomaly detection. By monitoring and extracting
both temporal and spatial patterns from each user’s API
call sequence, we can create a unique fingerprint for
each user which is later used for anomaly detection and
fraud ring clustering.

Threat Management

With Traceable, you can identify, assess, and mitigate
potential API security threats to your organization, to
reveal potentially unknown API threats, and visualize

user behavior analytics to uncover fraud and abuse.

Traceable’s API Analytics capability provides a rich set
of security and application flow analytics based on the
Traceable API data lake that allows your SOC team,
incident responders, threat hunters, as well as red
teams and blue teams, for security analysis and

forensic research.

With Traceable, you can identify, assess, and mitigate
potential API security threats to your organization, to
reveal potentially unknown API threats, and visualize
user behavior analytics to uncover fraud and abuse.

Traceable’s API Analytics capability provides a rich set
of security and application flow analytics based on the
Traceable API data lake that allows your SOC team,

incident responders, threat hunters, as well as red
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teams and blue teams, for security analysis and

forensic research.

The analytics engine provides a deep understanding of
your API traffic history of user attributed transactions,
sequences, and flows allowing your security teams to
perform post mortem reviews and analysis for any API
security incidents and perform threat hunting to reveal
potentially unknown API vulnerabilities and visualize

user behavior analytics to uncover fraud and abuse.

This capability enables SOC teams and threat hunters
to optimize APIs and service behaviors to prevent the
possibility of any data breach, ransomware, abuse, or
data exfiltration. This level of security analytics enables
SOC teams and threat hunters to optimize APIs and
service behaviors to prevent the possibility of any data

breach, ransomware, abuse, or data exfiltration.

We take it a step further by analyzing usage patterns,
performance metrics, and identify areas where APls

can be optimized to increase value and usage, and
ultimately that they are used in a consistent and
controlled manner. This leads to improved efficiency,
reduction of errors and bottlenecks, reduces costs
associated with APl development and maintenance, and
provides opportunities for innovation and new

revenue streams.
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Secure SDLC

Secure Software Development Life Cycle (SDLC)
capabilities have become increasingly crucial in the era
of API-driven architectures, especially as organizations
navigate the complexities of data exchange and
integration. From an API security perspective,
implementing robust Secure SDLC practices can bolster
the resilience of an organization against cyber threats

and minimize the risk of data breaches.

As security leaders recognize, fostering a security-first
development culture, coupled with proactive threat
modeling, continuous code review, and rigorous testing,
is integral to safeguarding API-based systems. By
embracing this approach, organizations can establish
and maintain a comprehensive security posture,
allowing them to stay ahead of evolving threats and
ensure the utmost protection for critical assets

and infrastructure.
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About Traceable

Traceable is the industry’s leading API Security company that helps organizations achieve API protection in a
cloud-first, API-driven world. With an API Data Lake at the core of the platform, Traceable is the only intelligent
and context-aware solution that powers complete API security — security posture management, threat pro-
tection and threat management across the entire Software Development Lifecycle — enabling organizations to

minimize risk and maximize the value that APIs bring to their customers. To learn more about how API security
can help your business, book a demo with a security expert.


https://www.traceable.ai/request-a-demo

